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L2/L3 Address Cooperative Mimicry
Strategy Research Based on SDN

WANG Peng-chao, CHEN Fu-cai, CHENG Guo-zhen,CHEN Yang,GU Yun-jie
( National Digital Switching System Engineering and Technological R&D Center , Zhengzhou , Henan 450002 , China)

Abstract: The detection of the vulnerability of the target host from the intranet is the main way to initiate the network
attack. The static characteristics of the current network are beneficial to the implementation of attacker reconnaissance, and
the L2/L3 address inside the network is the main information that the attacker expects to scout. In order to change the net-
work attack and defense situation in the reconnaissance stage,based on the idea of mimicry camouflage,a collaborative dy-
namic technology of L2 and L3 addresses is proposed to strategically hide the real network host without affecting normal
business conditions. Firstly, the cyber reconnaissance game ( CRG) is established. Based on the NASH equilibrium solution,
the mimetic camouflage strategy of L2/L3 address is solved,and the optimal mutation period calculation formula is given.
Secondly, based on the software-defined network architecture,the cooperative mutation intranet defense system (CMID) is
designed and implemented,and the SDN controller cooperatively controls the camouflage transformation of the L2/L3 ad-
dress. Finally, the theoretical analysis and experimental results show that the above method can effectively cut off the correla-
tion between L2/L3 address and real network identity and upper-layer services, maximally hide the internal hosts of the net-
work , delay the reconnaissance speed,and block the continuity of network attacks.
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root@ubuntu: /home /wpc# ifconfig
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25003 89.701503589 11.0.0.192 106.82.199.21 TCP 2962 52324 — 5201 [,
25004 89.702234150 106.82.199.21 11.0.0.192 TCP 66 5201 —~ 52324 [,
25005 89.702245431 11.0.0.192 106.82.199.21 TCP 2962 52324 —~ 5201 [J
25006 89.703016173 106.82.199.21 11.0.6.192 TCP 66 5201 —~ 52324 [,
25007 89.703027845 11.0.0.192 106.82.199.21 TCP 2962 52324 — 5201 [i

Wireshark - Packet 25006 - ens33

> Frame 25006: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ©

» Ethernet II, Src: RealtekU_36:3f:f6 (52:54:00:36:3f:f6), Dst: Vmware_95:82:4a (00:0c:29:95:82:4a)
» Internet Protocol Version 4, Src: 106.82.199.21, Dst: 11.0.0.192

» Transmission Control Protocol, Src Port: 5201, Dst Port: 52324, Seq: 1, Ack: 40312358, Len: ©
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